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1. Introduction

E-voting is the process of casting and counting votes through the internet. It was used, for example, in the Dutch District Water Control Board elections
. In e-voting many security requirements should be met and such systems are usually judged by their security performance. This paper discusses the security of the RIES voting system that was used in the Dutch District Water Control Board elections and compares is to the voting system proposed by Cramer, Gennaro, and Schoenmakers in 1997
. First, the desired security requirements for an e-voting system are described. Then some attacks that may breach these requirements are discussed. This leads to a cryptographic formulation of the security requirements. After that, the RIES voting system and the system by Cramer et al. are described with the cryptography that is implemented. This is followed by a comparison of the systems where they are judged on their performance according to the security requirements. In this comparison the protection against relevant attacks is also discussed. Also, some other features such as user-friendliness and the complexity of the systems are discussed.
2. Security requirements in e-voting

In 2007 the committee Korthals Altes, commissioned by the Dutch government, formulated a list of requirements for voting
. These requirements are given here. The security requirements in e-voting can be divided into three different categories: confidentiality, unforgeability, and verifiability. Each of these categories contains multiple requirements.
Confidentiality

Confidentiality involves vote secrecy and also vote freedom. Secrecy means that it should be impossible to link a cast vote to the voter. It should even be impossible for a voter to indicate how he or she voted. Vote freedom means that a voter should be able to vote as he or she wishes, free of influence from others. Complete vote freedom cannot be guaranteed in any election. For e-voting, vote secrecy is probably the best goal achievable.
Unforgeability

Unforgeability involves integrity and unicity. Unicity means that each voter may cast exactly one vote, which is counted once. Integrity means that it should be impossible to influence the results of the voting process, other than by casting lawful votes.

Verifiability

Two requirements are related to verifiability. The first is transparency. This requirement states that “the election process should be organized in such a way that the structure and organization is clear, so that everyone in principle can understand it. There must be no secrets in the election process: questions must be able to be answered, and the answers must be veriﬁable”1. This requirement is hard to satisfy, since most voters have no background in cryptography. They must rely on the verdict of experts on the security of the voting system. Therefore this requirement will be qualified as met if the voting system is transparent to anyone with sufficient training and background information.
The second requirement is verifiability of the voting process. This requirement is not phrased in an exact way, but it should at least be possible to verify that the results of the election are correct and that they have not been changed. Verification may be done on the election outcome as a whole or on individual votes. Also, it may be done by an appointed independent party, individual voters, or anyone that is interested in the elections. At least one of these verification methods should be possible.
Two uncategorised requirements are eligibility to vote and accessibility. Eligibility means that only eligible persons should be able to participate in the voting process. Accessibility means that all eligible persons should be able to take part in the voting process. These requirements are not interesting from a cryptographic point of view and will not be treated in this paper.

It should be noted that not all these requirements need to be met exactly. E-voting is acceptable as long as its overall security is comparable to that of normal elections.

3. Attacks

This section formulates some general attacks against e-voting systems. Which attacks are possible depends on the system and some attacks may even be system-specific. Since the requirements state that the voting system must be transparent, any weakness in the system poses a threat. The possible attacks on an e-voting system can be categorized in the same way as the security requirements.
Confidentiality

The following attacks may compromise confidentiality.

1. Eavesdropping: all data sent and received by a voter may be assumed to be intercepted. If it is possible to link these data to the vote that is cast, confidentiality is compromised. Not only should the data be encrypted, but all messages should be indistinguishable, which means they should also be of equal length.

Unforgeability

1. Man in the middle attack: all data sent and received by a voter may have been intercepted, changed, and sent on by a man in the middle. It should be impossible to give the voter the impression that he or she voted while this is not true, or to cast a vote on behalf of someone else in this way.

2. Multiple voting: a voter may try to cast multiple votes. The system should be such that exactly one vote is counted.
3. Corrupt server: one of the voting or tallying servers may be corrupted to manipulate the outcome. The system should be such that this is always detected.

4. Impersonation attack:  the system should prevent people from voting on behalf of someone else, unless authorized to do so.

Verifiability

1. Man in the middle attack: a man in the middle may change data in such a way that a cast vote or a vote receipt cannot be verified anymore. The protocol should be such that verification is done in each step. That means that such an attack will always be detected immediately. The issue may then be solved by retransmitting the data or ultimately by using another channel if necessary.
An attack that may break any requirement is a large scale computer virus. No e-voting system can defend against such an attack unless it contains anti-virus software.
4. Cryptographic formulation of the requirements

In this paper only the cryptographic requirements of the voting systems are of interest. Summarizing the security requirements that are relevant from a cryptographic point of view gives the following list of cryptographic requirements:
1. A voter should be able to cast a vote and verify that his vote has been cast and counted correctly.

2. A voter should be able to prove whether his vote was altered.

3. Anyone should be able to verify that all cast votes are valid and that the tallying is done correctly.

4. Is should be impossible to obtain any information about a vote from the transmitted data, the publicly available data, and the data only known to the voter, other than by tallying.
5. It should be impossible to influence the outcome of the election by transmitting data other than lawful votes.
5. Cryptography in the RIES system

The RIES system consists of many entities with different roles. This section only explains the cryptographic roles of these entities. The entities themselves are not explained. All entities communicate through SSL, using a PKI trusted by the Dutch Government.

Figure 1 gives an overview of the entire RIES system. Each phase is represented by a different colour.
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Figure 1: overview of the RIES voting system. The initialization is blue, voting is green, and tallying red.
Initialization
First, RIPOCS obtains cryptographic hardware from ROCMIS containing the master key KM.  RIPOCS uses three machines with the same cryptographic hardware. Decisions are accepted as long as two of these three machines agree. The production of the cryptographic hardware at ROCMIS is checked by RIPOCS, because cloning the hardware would give ROCMIS access to the master key KM.
Second, RIPOCS uses the cryptographic hardware to generate the key Kgenvoterkey. This key is derived from KM in a pseudorandom way. It will be used to generate all the voter keys. This key is on the crypto card and cannot be exported. The card can use the key to perform 3DES encryption.

In the meantime PSB randomly generates an RSA key pair PKpsbc10 and SKpsbc10. The public key is certified by the certification authority (CA) that is approved by the Dutch government public key infrastructure (PKI). PSB is part of this PKI so that the CA can verify its identity. The public key is sent to HWH, PORTAL, and RIPOCS.
Every DWCB sends administrative information through SSL to HWH. HWH combines this information into one file and sends it to PORTAL.

Next, HWH gets personal information about all persons that are entitled to vote from the Dutch citizen administration (GWB). HWH uses this information to produce a list that lists who can vote for which ballot box. This list is sent by SSL to PORTAL, from where it is sent on to the different DWCB’s who check it.

After that, every DWCB makes a list of candidates and their corresponding parties. This list is sent to PORTAL through SSL. PORTAL sends it back to a different office in the DWCB that checks the list. After this check PORTAL sends the list of candidates to VotWin.

As soon as the list of voters and the list of candidates are available at PORTAL, RIPOCS downloads it. Then it generates voter keys Kpi that are derived from the generator key Kgenvoterkey in a deterministic way. It generates a key for each voter and some additional keys for replacement forms and test forms. These test and replacement forms start with 99 and 9 respectively so they can easily be identified from regular votes. The voter keys are put into a table together with the voter’s personal information. This table is encrypted by 3DES with a randomly generated key Kc10. This is done by RIPOCS cryptographic hardware, so RIPOCS has no access to the key. The hardware exports Kc10 encrypted by PKpsbc10 so that only PSB will be able to decrypt the table.

Kpi = 3DES(Kgenvoterkey, (voter’s ID || election ID || vote group ))

Encr_table = 3DES(Kc10, (Kp1 || Kp2 || ... || Kpn ))

Exportable_key = RSA(PKpsbc10, Kc10)

From each voter key, Kpi, RIPOCS derives all possible votes by that voter and puts them into another table together with a hash containing the voter’s identity. The hash value (MDC-2) of the voter’s identity (the DESmac of some public parameters) is published online together with the hash values of all possible votes. The hash value of this table is published in a newspaper. This ensures that the election tables cannot be altered. VotWin will use another hash value, called the voter’s pseudo-ID.
Pseudo_ID = MDC-2( DESmac(Kpi, ( election ID || extended vote group )) )

Hashed_ID = MDC-2( DESmac(Kpi, f_padding( expanded election ID )) )

Hashed_vote = MDC-2( DESmac(Kpi, f_padding( year of birth, candidate ID )) )

Public_hash = SHA-1( election table )

Finally, RIPOCS sends all files it generated to PORTAL. From there, VotWin collects the voters’ pseudo-ID’s, and PSB collects the lists of candidates and the encrypted list of voters’ keys and personal information from PORTAL. PSB decrypts the voter’s keys and uses the voters’ personal information to send every voter his key by regular mail. The file with keys and personal information is then destroyed. The voter keys of the replacement and test forms stay at PORTAL and will be used later by the helpdesk.
Voting

At a specified time, PORTAL starts the elections by sending an SSL message to all VotWins. A voter may now connect to the VotWin machine through SSL. This is a publicly known website for the elections that is part of the PKI. The voter enters the election code, his voter key Kpi, and the last two digits of his year of birth. JavaScript verifies the checksum of his voter key, computes his hashed pseudo-ID and sends it to VotWin. 
VotWin checks the voter’s pseudo-ID and responds with the entire list of candidates to prevent that the length of the message shows which party the voter selects. The voter selects a candidate with JavaScript and submits his vote that is also computed with JavaScript. VotWin checks only whether the voter’s pseudo-ID is valid and stores the vote without checking it.
VotWin backs up the vote in different locations. If this backup is successful, VotWin computes a receipt and sends the voter half of the receipt. The entire receipt is stored by VotWin.
Receipt = DESmac(Kbbs_0, (voter’s ID || vote)) 

At a specified time, PORTAL sends a message to all VotWins to stop the elections and all ballot boxes are closed.

Voting is also possible through regular mail. A voter fills in the last two digits of his year of birth and marks a candidate on the ballot. He sends his vote to VPSB by mail. The mail ballot contains the voter’s key encrypted by the key Kkpocr, that is only available at RIPOCS.
Voter_key_mail = 3DES(Kkpocr, Kpi)

The handwritten numbers are interpreted by a machine that has the correct numbers on a smartcard. If a number can be interpreted in more ways and one of them is correct, the machine will automatically choose the correct one. Ballots that cannot be handled automatically are handled manually at VSPB. If VSPB cannot handle the ballot manually it is sent to DWCB, who decides what to do with it and then sends it back. Scans of all ballots are stored for future checking. VSPB uploads the interpreted votes to PORTAL. RIPOCS downloads these votes from portal and decrypts the voters’ keys. RIPOCS then computes the electronic vote of the voter and sends it to PORTAL.
In case a voting form gets lost or damaged in the mail, a voter may request a new voting form once. The helpdesk will mark the original voting form as ‘lost’ send a replacement form to the voter. At the helpdesk special care is taken to ensure that the replacement form cannot be linked to the voter. The helpdesk keeps a table listing to whom a replacement form has been sent.
Tallying

Once the elections are closed and all votes and mutations at the helpdesk have been collected, HWH sends an “ok” message to PORTAL to start the tallying. PORTAL then sends the list of replacements to RIPOCS, which responds with the updated election tables.
Next PORTAL counts the votes, prioritizing either electronic or postal votes as specified in the election parameters. Multiple votes cast by a voter for the same candidate are counted once, conflicting votes cast by the same voter are not counted at all. If a replacement form was issued for a voter, his original voter’s ID is marked as invalid, as are all votes cast with that voter’s ID. Since all technical votes are in the election table, counting votes just consists of looking them up in the election table. PORTAL produces a list that lists which votes were counted for which candidate and why.

Now the updated election tables, the list of mutations, all technical votes, the list of votes as counted, and the second halves of all voter’s receipts are published on the internet. Every voter may now check whether his vote appears in this list and whether it was counted for the right candidate. If not, he may file a complaint to the UMPIRE, providing his half of the receipt and his technical vote. Besides handling complaints, the UMPIRE checks the validity of the key that was used for generating the receipts: Kbbs_0, and he checks whether PORTAL applied the rules of counting votes properly. He also computes the receipt for each vote and checks whether the second half coincides with the value in the table. Apart from the UMPIRE, anyone may check that the pre-election tables indeed contain the MDC-2 values of the technical votes in the election tables. Also, anyone may check the published hash value of the election table. If no valid complaints show up, the results are made official. Finally, all sensitive files should be destroyed, although the practice statement is unclear on this.
6. Cryptography in the system proposed by Cramer et al.

Initialization
The system proposed by Cramer et al. assumes that all authorities and all voters are part of a public key infrastructure (PKI). At the time their paper was published, there was no such PKI in the Netherlands, but in 2006 the Dutch government introduced DigiD. DigiD provides a private digital identity and its security may be increased by sms authentication and in the future possibly by an electronic passport.
 If no PKI is available digital identities may be distributed by regular mail like the voters’ keys in the RIES system. It is wise to require a stronger identification than the last two digits of the year of birth. A social security number or a passport number will be safer.
The system by Cramer et al. uses a bulletin board. It is set up such that only authorized persons can post in specific sections of the bulletin board. Any post is accompanied by a digital signature. The bulletin board is public to anyone and all posts are backed up in different locations to make sure no posts are ever deleted or lost.
The authorities use multiple voting servers. These servers use Pedersen’s key generation protocol to set up a Shamir (t,n)-threshold secret sharing scheme. This means that a secret s is shared among n servers from which any collection of at least t servers can reconstruct the secret s. 
 These schemes use a multiplicative group Gq with multiplication modulo p of order q with generators g and G. The Diffie-Hellman problem is assumed to be hard for this group. The public key h is computed by secure multi-party computation5 as h=gs and posted on the bulletin board together with a signature on that key from each authority.
Voting
To cast a vote, a voter randomly chooses a number α modulo p, and b=+1 or b=-1. He then computes (x,y) = (gα,hαGb) with a non-interactive proof of knowledge showing that he either knows α such that (x,y) = (gα,hαG ) or (x,y) = (gα,hαG-1). The challenge c in this non-interactive proof is a hash function containing the voter’s identity and all non-secret parameters in the proof.5 JavaScript may be used for these computations.
Next, the voter computes e such that b·e=v, where v is his vote. The vote v is either +1, which is “for”, or -1, which is “against”. The system may be expanded to allow choosing from more than two options. The simplest way is casting a series of votes v1, ..., vk, where the series of +1’s and -1’s is the binary encoding of a candidate’s ID. More efficient methods exist and one of them is described by Cramer et al.2 Finally the voter posts (xe,ye) on the bulletin board together with the proof of knowledge.
Cramer et al. give no option for voting by regular mail, but it could be done in a way similar to the RIES voting system. This paper focuses on e-voting so this option is not further discussed.
Tallying

Once the election period has elapsed the bulletin board is locked and no longer accepts posts. The authorities first check the proofs of knowledge for each vote. Anyone else may verify these too.
Next the following product is computed: 
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, where l is the total number of voters. The authorities then perform a joint decryption protocol which gives W=Y/Xs without revealing the secret s as long as at least t of the n authorities cooperate. They accompany W by a non-interactive proof that shows they together know s such that Y=W·Xs. By the homomorphic properties of the group the following relationship holds:  W=GT, where T is the difference between the number of +1 votes and the number of -1 votes. Generally T cannot be computed from GT, but because T is relatively small (generally smaller than 10.000.000), it can be computed costing O(√T) computational steps.2 It should be noted that the algorithm is probabilistic, so this is not a worst case estimate. The outcome T is published on the bulletin board and anyone may easily verify that indeed T is the unique number satisfying W=GT. Finally, all secret shares should be destroyed by the authorities.
7. Comparison of the two voting systems

This section compares the RIES voting system to the system proposed by Cramer et al. They are compared according to the cryptographic requirements formulated in section 4. Because the paper by Cramer et al. does not describe a complete election process, procedures that are not discussed there are assumed to be the same as in the RIES voting system. This includes, for example, generating, checking and distributing the list of people that are entitled to vote.
1. A voter should be able to cast a vote and verify that his vote has been cast and counted correctly.

The RIES system allows every voter to cast a vote. A voter obtains a receipt directly after voting. After tallying any voter may verify his vote in the public list of counted votes.

The system by Cramer et al. allows every voter to cast a vote. A voter may verify his vote has been stored directly after voting. To verify that his vote has been counted correctly a voter should verify the tallying. He computes X and Y, verifies the proof of correct decryption and computes GT. Especially computing X and Y will be computationally intensive for an average pc, but still possible. A 2,0 GHz pc running Mathematica 7.0 takes over a minute to multiply 10.000.000 128-bit numbers modulo a 128-bit prime number. Multiplying group elements is usually somewhat slower.
2. A voter should be able to prove whether his vote was altered.

This is a problem in the RIES system. If PORTAL changes a vote and computes a receipt for the changed vote, the voter will not notice this, because he cannot know the key Kbbs_0. Only when the list of votes is published after tallying, a voter will notice that his vote was changed, but his receipt gives no proof of this. If a vote accidentally gets lost, a voter can prove this by presenting his technical vote and his half of the receipt.

In the system by Cramer et al. votes cannot be altered. Since a vote is always accompanied by a proof of validity that can only be made by the voter, anyone can detect if a vote was changed. Forging or altering a vote is computationally infeasible under the discrete logarithm assumption on the group Gq. However, if a vote gets lost, i.e. it is deleted from the bulletin board, a voter cannot prove this. The security of the system relies on enough people monitoring the bulletin board. If this is ensured, deleting a vote will not go undetected.
3. Anyone should be able to verify that all cast votes are valid and that the tallying is done correctly.

In the RIES system anyone may verify the legitimacy of a vote by checking whether the hash value of the voter’s ID and the hash value of the vote occur in the pre-election table. Collision resistance of the hash function ensures that it is infeasible to forge a vote that hashes to a valid combination of values in the pre-election table. The tallying may be verified by means of any computer program that is capable of handling large databases.
The system by Cramer et al. also allows anyone to check the validity of the votes. However, this does require computing a modular exponentiation for each vote which costs more work than computing hash values. Since all n authorities check the validity of each vote, it is safer to trust the authorities on checking the votes than trusting a single UMPIRE. Verification of the tallying is already discussed with requirement 1. This is possible but it costs quite some computational work.
4. Is should be impossible to obtain any information about a vote from the transmitted data, the publicly available data, and the data only known to the voter, other than by tallying.

In the RIES system the table that links personal information to a voter’s ID is well protected. In addition, voting is done through SSL with packets of equal length, so eavesdropping gives no information about the vote. The voting servers may log IPs to figure out who is voting for what, but they are not supposed to.
In the system by Cramer et al. it is infeasible to see who voted for what without joint decryption by the authorities or reconstructing the secret s. This relies on pre-image resistance of the hash function and on the Diffie-Hellman assumption on the group Gq. So as long as no t or more servers form a corrupted coalition, no information on the vote is obtained.
5. It should be impossible to influence the outcome of the election by transmitting data other than lawful votes.

In the RIES system this requirement is not fully met. For example, if someone gets hold of the list of voters’ ID’s he can cast votes by internet on behalf of anyone with a reasonable success rating. All he needs to do is guess the year of birth. The correctly guessed years of births will produce votes that are counted if the legitimate owner of the voter’s key does not vote himself. Of course, the list of voters’ ID’s is well protected, but organizational measures are necessary to prevent a staff member from replacing the software at RIPOCS with malicious software. An actual weak spot is the helpdesk. A corrupt staff member can issue hundreds of replacement ballot forms and keep them to himself. As long as the number of replacement votes is less than the number of requested replacement forms, this will not be detected. This means that every unused replacement form is a potential vote for the helpdesk staff member.
The system by Cramer et al. meets this requirement very well. The Shamir Treshold scheme requires up to half of the authorities to be corrupted in order to influence the outcome of the elections. It is advised that all authorities develop their software independently to eliminate any possible weak spots. Of course, the strength of the system depends on the strength of the PKI. The DigiD system with sms authentication seems suitable and sufficiently secure for e-voting. Although it might be possible to get a certificate for a fake identity, sms authentication prevents mass abuse of such potential weaknesses in the PKI.
8. Conclusion

In conclusion, the system by Cramer et al. meets the requirements formulated in sections 2 and 4 better than the RIES system. The main reason is that it provides better protection against corrupted authorities. In the RIES system corrupting one authority is enough to break the security of the system, while in the system by Cramer et al. multiple cooperating corrupted authorities are necessary for this. In addition, RIES does not allow a voter to proof if his vote is accidentally or deliberately changed upon reception, nor does it allow the voter to immediately detect this.
The price to be paid is that it costs more computational work for a voter or third party to verify the outcome of the elections in the system by Cramer et al. Also the authorities need to do more computational work, especially when voters can choose from hundreds of candidates instead of “for” and “against”. However, verification of the entire election process can be done by anyone, whereas the verification in the RIES system partly relies on the verdict of a single independent UMPIRE.
So if an election requires high security standards and a sufficiently secure public key infrastructure is available, the system by Cramer et al. is preferred over the RIES voting system.

9. Bibliography

� Description and Analysis of the RIES Internet Voting System, Engelbert Hubbers, Bart Jacobs, Berry Schoenmakers, Henk van Tilborg, and Benne de Weger, Institute for Computing and Information Sciences and Eindhoven Institute for the Protection of Systems and Information, June 24, 2008


� A Secure and Optimally Efficient Multi-Authority Election Scheme, Ronald Cramer, Rosario Gennaro, and Berry Schoenmakers, Advances in Cryptology - EUROCRYPT'97, Vol. 1233 of Lecture Notes in Computer Science, Springer-Verlag, 1997, pp. 103-118


� F. Korthals Altes, J.M. Barendrecht, B.P.F. Jacobs, C. Meesters, and M.J.C. van der


Wel, Voting with Conﬁdence, 27 sept. 2007, Report of the national Election Pro-


cess Advisory Commission, pp. 5, available at: www.minbzk.nl/aspx/download.aspx?file=


/contents/pages/90517/votingwithconfidence.pdf


� DigiD – Wikipedia the free Encyclopedia, August 2009, http://nl.wikipedia.org/wiki/Digid


� Cryptographic protocols – lecture notes pp. 36-64, Berry Schoenmakers, March 2009, Technische universiteit Eindhoven, available at www.win.tue.nl/~berry/2WC13/LectureNotes.pdf





[image: image1]_1310928057.unknown

